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Virtual Voice Assistants and Telemedicine

Q: Our practice has implemented telemedicine but the program we chose does not have all the
features we wanted. We are using Siri on our iPhones for some things. My sta� is concerned Siri
hears things she shouldn’t. Any thoughts?

A: Many virtual voice assistant programs, such as Amazon’s Alexa, Apple’s Siri, Microsoft’s
Cortana, and Google’s Google Assistant, are embedded in our cell phones, laptops, tablets,
PCs, and other devices. These programs can also work with “smart” speakers to understand
and implement commands. Popular smart speakers include Amazon Echo, Amazon Dot,
Google Home, and HomePod. Virtual assistants transmit the user’s audio to cloud-based
storage. Transmission usually requires a key word or “wake word,” like “Alexa.” Even if the virtual
assistant is not activated with a key word, it may always be listening, transmitting, and storing.
The programs are so helpful in our personal lives we may be tempted to use them in our
professional lives.

Physicians, other healthcare professionals, and practice sta� may be tempted to use them for
recording notes of patient calls or visits, researching patient-related things on the internet, and
retrieving patient medical records. MICA Risk Management Services recommends resisting the
temptation until these programs fully comply with the Health Insurance Portability and
Accountability Act (HIPAA), the Health Information Technology for Economic and Clinical
Health Act (HITECH), and their accompanying regulations.

Amazon and Google report working on compliance for their cloud services, but their smart
speakers are not yet HIPAA-compliant. The companies are working out some kinks, such as
teaching the assistant programs to di�erentiate between health or medical words, phrases,
processes, and procedures. The programs may also “mishear” a medication or procedure
name.

Amazon’s Alexa Skills Kit contains “applications” for Alexa to customize Alexa for di�erent
voices and purposes, such as games or business. A year ago, Amazon introduced a by-
invitation only healthcare application allowing select covered entities and business associates
to transmit and receive protected health information. The selected covered entities and
business associates are members of and participating physicians and other healthcare
professionals in Express Scripts, Cigna Health Today, My Children’s Enhanced Recovery After
Surgery, Swedish Health Connect, Atrium Health, Livongo, Boston Children’s Hospital,
Providence St. Joseph Health, and Atrium Health. Amazon has not yet released the results of
the use of its healthcare application by these organizations.

Until the makers of virtual assistants and smart speakers can ensure HIPAA and HITECH
compliance, physicians and their practices should consider disabling them while engaging in
patient telephone calls, in-person visits, and telemedicine. You should also consider setting up
the virtual assistants so you must enter a passcode before the virtual assistant is activated. On
an iPhone, that means turning o� the allow-access-when-locked feature.

Customer Service 877.215.MICA (6422)

VISIT OUR WEBSITE

FOLLOW US

Questions? Contact us today 1.800.352.0402

Having trouble viewing this email? Click here to view the web version.

https://ic1.icptrack.com/icp/rclick.php?cid=1439545&mid=351651&destination=http%3A%2F%2FWWW.MICA-INSURANCE.COM&cfid=12362&vh=7b2490e41ea6182c28296b2cf3598c67e038110560c1da5537c0e3a7d1b95db6
https://ic1.icptrack.com/icp/rclick.php?cid=1439545&mid=351651&destination=https%3A%2F%2Fwww.facebook.com%2FMutual-Insurance-Company-of-Arizona-MICA-536630896386692%2F&cfid=12362&vh=dee8d87b90bce40753d2d4cb38ee6b4567f168607b86123d8dd8de9f8fda9fcf
https://ic1.icptrack.com/icp/rclick.php?cid=1439545&mid=351651&destination=https%3A%2F%2Ftwitter.com%2FMICA_Insurance&cfid=12362&vh=ba580809d98b7ef48072e453f58a289d84f2686485ccc1bff670d279d5f82497
https://ic1.icptrack.com/icp/rclick.php?cid=1439545&mid=351651&destination=https%3A%2F%2Fwww.linkedin.com%2Fcompany%2FMICA.Insurance%2F&cfid=12362&vh=93346530488de0ec0702fc20d853927f2d51f1f738c753c21a064f07c98891c4
https://ic1.icptrack.com/icp/rclick.php?cid=1439545&mid=351651&destination=https%3A%2F%2Fwww.youtube.com%2Fuser%2FMICAInsurance&cfid=12362&vh=d77b232efec26cc5b624fd6d416ab07fec1cc22d362156a44516646613dba7e5
http://www.icontact-archive.com/%5Bwebversionurl%5D

